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Enhanced Resources

News &
Information for
Government
Auditors

( )

Monthly Government
Audit SmartBrief

Regular Knowledge
Briefs

Public Sector Blog

Professional
Development

ACGA Webinars &
Symposiums

elearning
Opportunities

Public Sector Training
by Public Sector
Experts

Guidance,
Resources &
Thought
Leadership
i Standards (IPPF & |
GAGAS)

Leading Practices

L v,

Stakeholder Advocacy

& Education
Capability Model

COSO Resource Center
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Networking
Opportunities

Exclusive LinkedIn
Group (Coming Soon)

Follow us on Twitter
@IIA_ACGA

Attend peer-to-peer
networking events

L v,

\ J/
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Training

Free Training

e Atleast 10 Free CPEs for
members

 ACGA Webinars (x2)
 1CPE each

* ACGA Virtual Symposiums (x2)
» 4 CPEs each

Next Virtual Symposium (Nov 5)

ERM in the Public Sector

o . AMERICAN CENTER FOR
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Knowledge Briefs
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Stakeholder Education
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ACGA Podcast: The Audit
Report
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Advocacy
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Volunteer Opportunities

 ACGA Advisory
Committee

e Contributions to
Knowledge Briefs

e Speakers for Webinars
and Virtual Symposia
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CBOK 2015 Practitioner Survey

* Practitioner Survey Results Driving Success ma
. Ch ing World

e Survey completed April 1, 2015 e

e 14,518 usable survey responses Loy amton

Arthur Piper

e Participation Levels

e 100% representation from IIA o
institutes 2
e Responses from 166 countries 0
e 23 languages
Deloitte
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CBOK 2015 Practitioner Study
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10 Imperatives for Internal Audit

Play a Leading Role
1. Anticipate the needs of stakeholders.

2. Develop forward-looking risk management practices.

3. Continually advise the board and audit committee.

4. Be courageous.

Beat the Expectations Gap

5. Support the organization’s objectives.

6. Identify, monitor, and deal with emerging technology risks.
7. Enhance audit findings through greater use of data analytics.
8. Go beyond The IlIA’s Standards.

Invest in Excellence

9. Invest in yourself.

10.Recruit, motivate, and retain great team members. ®A
.
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8 Challenges in the Year Ahead

 Misalignment with stakeholder expectations
 Ability to identify emerging risks

J Inadequate or inaccurate assurance on key
enterprise risks

. Lack of adequate resources

] Lack of sufficient expertise to address key risks
 Rising tolerance for waste

 The Paradox of “Structural Expectations”
 Blurring Lines of Defense

A
The Institute of -
Internal Auditors G

Influential. Impactful. Indispensable




A Key in Risk in 2015:

Misalignment with Stakeholder Expectations

Audit Committee: “Internal Audit’s role should CAEs: “We provide vale-added services and
extend beyond financial reporting and controls” proactive advice”

Audit Committee: “Internal Audit has the skills CAEs: “We need to be doing this within the next
and resources for the role | envision” five years”

Source: 2014 Global Audit Committee Survey © 2014 KPMG Source: PwC’s 2015 State of the Internal Audit Profession Study

Based on published responses for United States and Canada.
Thel Institute of / AMERICAN C'IEN'I'}.R.}'OR :‘\
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A Key in Risk in 2015:

Misalignment with Stakeholder Expectations

e Strategies for Success:

 Maintain continuous dialogue

* Foster awareness about your
capabilities

* Know your stakeholders and
their priorities

e Recognize that expectations
change

* |Involve them in audit planning.

e Ask stakeholders what they
think about the value of your
work.

e Secure, retain, and effectively
use a seat at the table
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A Key in Risk in 2015:
Ability to Identify Emerging Risks

52 percent of CAEs
consider identifying

emerging risks to be
their biggest challenge
in 2015.
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A Key in Risk in 2015:
Ability to Identify Emerging Risks

e No surprises means “NO
SURPRISES”

* Understand the organization’s
strategic, business, legal, and
compliance risks.

e We must audit “at the speed of
risk”
e Continuous risk assessment

* Formal methods

e Risk assessment by “walking
around”

e Set your antenna high

e Develop in-depth knowledge of
the business.

tttttttttttt
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A Key in Risk in 2015:
Ability to Identify Emerging Risks

The degree to which internal audit utilizes these Extensively
methodologies to continuously assess risk Utilized

Periodically Interview Management to Identify Changes in the

Organization's Risk Profile 33%
Initiate Formal Updates of the Internal Audit Risk Assessment & Audit 59%
Plan
Initiate Informal or Ad Hoc Updates of the Internal Audit Risk

: 26%
Assessment & Audit Plan
Periodically Update Risk Assessment Based on Changes to Risk Ratings 599
Identified During Ongoing Audit Operations
Periodic Manual Monitoring of KRls 9%
Using Technology to Continuously Monitor KRls 2%

Source: The Pulse of Internal Audit survey: © 2015 The IIA Audit Executive Center.
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A Key Risk in 2015:

Lack of Adequate Resources

Conceptually: In Practice:
Risk Resources

Audit Coverage Audit Coverage

Source: The Pulse of Internal Audit survey: © 2015 The IIA Audit Executive Center.

Total may not equal 100% due to rounding. @ !
Influential. Impactful. Indispensable Internal Audr




A Key Risk in 2015:

Lack of Adequate Resources

e Staffing and resources should be driven by
enterprise risks — not the other way around 70% S —

* Develop an audit plan based on the “real risks” cyberattacks as a high or
* Identify areas Where resources and expertlse gaps .S)lrllci‘::.sl'laelPtPlszlo?I:ll“et}:a/Auditsurvey:@2015 The lIA

eXI S t Audit Executive Center.

e Have candid conversations with management

and the audit committee regarding: YGt l
e Resource shortfalls
* Expertise gaps 0
* Risks that may fall victim Only 53 /0 say auditing
e Aplan of action cybersecurity risk is part of
. this year’s plan
¢ DeVe|Op d |Ong'term Strategy for add ress'”g ga pS Source:){Drotiviti 201p5 IA Capabilities and Needs
Survey Report
@ ;
nA
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A Key Risk in 2015:

Lack of Adequate Resources

Are we
sabotaging
ourselves

Typical 1A

Job Posting

Influential. Impactful. Indispensable

Senior Auditor

Qualifications:

e Bachelor’s degree in Accounting,
Finance, or related field

e 5+ years of experience in audit
and financial reporting

e Big4 /CPA strongly preferred

Auditor
Qualifications
* Minimum 2 years experience at a
Public Accounting firm
 BA/BS in Accounting, Finance, or
Business Administration
A
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A Key Risk in 2015:

Lack of Sufficient Expertise

e Auditing specialized risks Cybersecurity & Privacy
requires expertise

* No internal audit function can
address every risk with equal
acumen

e Understand and address
capabilities: Data Mining & Analytics
* |dentify existing competency gaps

* Frame a knowledge management
strategy to address major gaps in

expertise
e Develop an appropriate sourcing
strategy
@ ,
A A
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A Key Risk in 2015:

Inadequate/Inaccurate Assurance

e Success originates with the risk assessment:

e Comprehensive
e Collaborative
* Dynamic

* And, continues at the engagement level...
e Assess risks in engagement planning
e Deploy the right expertise on engagements
e Communicate/coordinate carefully with clients

e Risks can be mitigated with an effective quality
assurance and improvement program

The Institute of . AMERICAN CENTER FOR
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A Key Risk in 2015:

Rising Tolerance for Waste

e Call out stakeholders as
they attempt to rationalize
certain actions

e Communicate clearly and
comprehensively to reduce
desensitization

Influential. Impactful. Indispensable
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A Key Risk in 2015:

The Paradox of “Structural Expectations”

Stakeholders often expect base level
of coverage:

e Financial risks o
. &

* Regulatory risks &0@

e Compliance risks o«

Once base is addressed:
e Operating risks

e T risks
. . . . Source: The Pulse of Internal Audit survey:
Only then, is there interest in strategic © 2015 The lIA Audit Executive Cener.
. . Total may not equal 100% due.? to
and business risks rounding.

The paradox:
* Base level coverage often
provides the lowest perceived
value

A ACGA
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A Key Risk in 2015:

Blurring Lines of Defense

Governing Body / Board / Audit Committee

t t t

1st Line of Defense 2nd Line of Defense 3rd Line of Defense

Financial Control
0,
73%
Management t‘;ﬁ:?:ll Risk Management Internal
Controls | Eot . Audit
GEmTTn @ 6%

Adapted from ECIIA/FERMA Guidance on the 8th EU Company Law Directive, article 41
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Assume a Leadership Role in Coordinating/Facilitating the 2"d and 3™ Lines of Defense
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Hot topics on
the 2015 Risk
Radar
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Risks to Watch in 2015

e Cybersecurity — not
llif)l’ ”When”

e Crisis response
planning

* Interruption of
services

e Talent management

e Compliance with Q
new legislation and

regulations

tttttttttttt
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Questions

American Center for Government Auditing

Jim Pelletier, CIA, CGAP
Vice President, Professional Solutions
jim.pelletier@theiia.org

acqga.theiia.orq
@IIA ACGA
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